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Cyber security & transaction fraud
CONVEYANCING

For further information or to get a 
conveyancing quote, please visit our 
website, call our Bristol office on 
0117 972 1261 or our Shepton Mallet 
office on 01749 345 756.

In a minority of incidents, criminal fraudsters have 
intercepted emails between conveyancers and 
their clients. These emails contain bank details 
(including sort codes and account numbers) as well 
as instructions for where sale and purchase monies 
should be transferred.

These hackers have manipulated such emails in 
transit and substituted the bank details provided with 
their own account details.

This has resulted in money being re-directed to 
criminals’ bank accounts with victims potentially 
loosing several hundred thousands of pounds.

Lyons Bowe Solicitors has banked with 
Handlesbanken for several years. We have no plans to 
change our bank account details.

Here are some steps that you can take to help us and 
protect yourself against this form of fraud.

• Ensure that your security software is up to date 
on your devices

• Protect the bank account details that we give to 
you, keep them safe during the transaction and 
never divulge them to a third party

• Never respond to a request from us to provide 
your bank account details in an open email. If you 
are ever asked for such information, please report 
this to us immediately

• Never send your bank details to us in an open 
email

• Don’t openly discuss your transaction on social 
media

• If you wish to check our bank details, please speak 
to your case handler or supervising conveyancer 
in person and they will be happy to re-assure you.

Our cyber-security measures are constantly under 
review.

If we are due to send monies to you, we may ask 
you to verify your bank details. We may also ask for 
evidence of a bank statement or account screen shot 
to demonstrate the provenance of your account. 
Please be aware that this is for our mutual protection 
and benefit.

By following these measures and taking these 
precautions you can avoid leaving yourself vulnerable 
to crime and keep information about your transaction 
confidential - as you can also trust us to do.

Whilst rare, there is growing concern about the number of residential property transactions which have been 
targeted by fraudsters and criminals looking to exploit large cash transfers between conveyancers and their 
clients.

Sadly conveyancing transactions are not immune from cyber-crime, with fraudsters capitalising on the rise in 
property values and the growth in email correspondence between solicitors and home buyers and sellers.




